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Chapter 4

RISK ASSESSMENTS AND PROTECTION PRINCIPLES

Section 4A–Introduction

4.1.  Introduction.  This chapter establishes risk assessment requirements.  It also establishes blast, fragment, and thermal hazards protection principles.  It applies to all operations and facilities within an explosives an IB arc in which personnel are exposed to AE hazards.  (needs some work)
Section 4B–Risk Assessments

4.2.  Risk Assessments.

4.2.1.  Explosives safety criteria in this manual help commanders make informed decisions on the proper mix of combat readiness and safety.  These criteria specify minimum acceptable standards for explosives safety.  Compliance with these criteria still entails a significant risk to personnel, assets and facilities.  Operational risk management (ORM), as described in AFI 90-901, Operational Risk Management, may be used to further reduce this risk.

4.2.2.  Explosives risk assessments are a subset of the commander’s overall risk management program.  An explosives risk assessment analyzes hazards associated with transporting, storing, disposing of, handling or firing ammunition and explosive materials.  Explosives risk assessments may range from examining the relationship between a PES and an ES to determine what effect one has on the other in the event of an accidental explosion, to ascertaining the worst credible event ramifications of an explosives handling mishap.  Although risk assessments are required when explosives standards cannot be met, they should also be routinely used in other instances as a commander’s management tool.  For example, combat loaded aircraft parked on an open ramp, separated by K11, meet the required QD separation per this manual.  However, commanders should also be advised that in this situation the total destruction of adjacent aircraft is certain and that a delayed propagation is likely, in the event of an explosion on one of the combat loaded aircraft.  The commander should also be apprised of the probability of such an event happening.
4.3. ORM According to AFI 90-901, Operational Risk Management, the following ORM principles apply: (1) Accept no unnecessary risk, (2) Make risk decisions at the appropriate level, (3) Accept risk when benefits outweigh the costs, (4) Integrate ORM into Air Force Doctrine and planning at all levels.  Refer to AFPAM 90-902, Operational Risk Management (ORM) Guidelines and Tools, for methods on eliminating or reducing risk to support the six-step process of ORM (see Figure 4.1).


4.2.4.  The ORM process may not be used to violate directives or other regulatory guidance.  Normal waiver or variance procedures must be followed in all cases.  For exceptions to criteria in this manual, refer to Section 1B–Exception Program.

4.3.  Systems Safety.  Systems safety is the application of engineering and management principles, criteria, and techniques to optimize all aspects of safety within the constraints of operational effectiveness, time, and cost throughout all phases of the system life cycle.  The systems safety process is governed by Mil-Std-882D, System Safety Program Requirements, and is intended to ensure hazards are identified early enough in the design phase of a program to either engineer them out, or to mitigate the associated risk to an acceptable level.  Similar to the ORM process, the systems safety process requires the remaining risk to be accepted by the appropriate authority.
Move words from paragraph to intro section

4.4.  Requirements for Risk Assessments.  Risk assessments are required for all new or modified explosives, explosives operations, equipment and facilities.  These risk assessments will be used to identify design and operations criteria (e.g., shielding, protective clothing).  The risk assessment will include:  (change to “will consider, if appropriate?)  (see chapter 3 for reaction effect information to support risk assessments)

4.4.1.  Initiation sensitivity.


4.4.2.  Quantity of materials.


4.4.3.  Heat output.


4.4.4.  Rate of burn.


4.4.5.  Potential ignition and initiation sources.


4.4.6.  Protection capabilities of shields, various types of clothing, and fire protection systems.


4.4.7.  Personnel exposure.

4.5.  Professional Assistance for Risk Assessments and System Safety Analyses.  Units may experience situations when civil, structural, electrical, safety, etc., engineering support is required perform a risk assessment or system safety analysis.  There are numerous governmental and non-governmental organizations available for professional assistance.  Contact your MAJCOM/SEW for assistance.

Section 4C–Risk Assessments for Munitions Systems and Equipment

4.6.  Safety Certification of Munitions Systems.  All non-nuclear munitions systems used by the Air Force require safety certification as specified in AFI 91-205, Non-Nuclear Munitions Safety Board.  Risk assessments are accomplished, using the systems safety process, for all new or modified munitions systems as a part of this safety certification process.  The safety certification process ensures that residual risks are mitigated to an acceptable level via engineering or procedural controls.  Engineering controls are incorporated into the design.  Procedural controls are documented in item TOs, or other operating procedures/instructions.

4.7.  Risk Assessments for Explosives Equipment.  Risk assessments for new or modified explosives equipment are typically accomplished as part of the munitions safety certification process (see paragraph 4.6) and resultant engineering controls are incorporated into the design; procedural controls documented in the item TO or other operating procedures/instructions.  For explosives equipment unique to the local environment, perform a risk assessment and document any required procedural controls in a locally written instruction (see Section 8B).

Section 4D–Risk Assessments for Explosives Operations

4.8.  Risk Assessment for Explosives Operations.  Risk assessments for new or modified explosives operations are typically accomplished as part of the munitions safety certification process (see paragraph 4.6) and resultant engineering controls incorporated into the munitions system, equipment, or facility design; procedural controls are documented in the item TO or other operating procedures/instructions.  For explosives operations unique to the local environment, risk assessments are implemented through the explosives site plan; document any operational limitations to ensure safety in a locally written instruction (see Section 8B).

4.9.  Protective Shielding and Remotely Controlled Operations.   This paragraph does not apply to rod and gun club operations.


4.9.1.  Item managers will perform a risk assessment to determine if an operation requires protective shielding and/or must be remotely controlled for personnel protection.  Specify shielding and/or remote control requirements in the item TO.  As a minimum, protective shielding must be made available to personnel when test procedures cannot insure explosives are totally isolated and protected from potentially harmful environments such as electrical current or heat.  Operations such as continuity checks of electrically actuated explosives devices, propellant cutting, explosives component assembly, modification, or disassembly and demilitarization may require shielding or remote control.


4.9.2.  When a risk assessment indicates that there is an unacceptable risk from an accidental explosion or a flash fire, personnel will be provided protection from blast, fragments and thermal effects, to include respiratory and circulatory hazards.



4.9.2.1.  When required, personnel protection must limit incident blast overpressure to 2.3 psi, fragments to energies of less than 58 ft-lb, and thermal fluxes to 0.3 calories per square centimeter per second.


4.9.2.2.  K24 distance provides the required level of protection for blast and thermal effects only.  IB distance provides the required level of protection for fragment effects.



4.9.2.3.  Shields that comply with MIL-STD 398, Shields, Operational for Ammunition Operations, Criteria for Design and Tests for Acceptance, provide acceptable protection for blast, thermal and fragment effects. Should this reference TM5-1300?

4.9.3.  The TO managing agency must ensure safe design and testing of specific protective devices when required by a TO.  Test for a 25-percent overload and obtain approval from the NNMSB. (research and see if 25% design factor and testing are driven by 398)  (check if 91-205 has specifics that shields are looked at by NNMSB)

4.9.4.  When a using command establishes a requirement for protective devices, that command must ensure that they are of a safe design.

4.10.  Intentional Ignition or Initiation of AE.  At operations (e.g., function, proof, lot acceptance testing) where intentional ignition or initiation of AE are conducted and where shielding is required, as determined by the item manager, personnel protection will:  (apply to detonation ranges - confirm with Eric D. - state that detonation range requirements in QD chapter meet these requirements, except for noise)

4.10.1.  Meet the requirements of paragraph 4.9.2.1.


4.10.2.  Limit overpressure levels in personnel-occupied areas to satisfy MIL-STD-1474, Noise Limits.


4.10.3.  Contain or defeat all fragments.


4.10.4.  Limit thermal flux to:  "Q" (calories/square centimeter/second) = 0.62t-0.7423 where "t" is the time in seconds that a person is exposed to the radiant heat.  (Note:  Shields that comply with MIL-STD 398 provide acceptable protection.)

4.11.  Protective Measures.  Personnel protection may be increased by:


4.11.1.  Eliminating or establishing positive control of ignition and initiation stimuli.


4.11.2.  Using sufficient distance or barricades to protect from blast or fragments.


4.11.3.  Using SDWs or fire walls to protect from fragment or thermal hazards.


4.11.4.  TM 5-1300, Structures to Resist the Effects of Accidental Explosions, contains design procedures to achieve personnel protection, protect facilities and equipment, and prevent propagation of explosions.


4.11.5.  Using fire detection and extinguishing systems (e.g., infra-red actuated deluge system) in those areas where exposed, thermally-energetic materials that have a high probability of ignition and a large thermal output are handled.  Such systems must maximize the speed of detection, have adequate capacity to extinguish potential flash fires in their incipient state, and maximize the speed of the application of the extinguishing agent.


4.11.6.  Using thermal shielding between the thermal source and personnel in AE operational areas, where it is essential for personnel to be present and the risk assessment indicates that an in-process thermal hazard exists.  Any shielding used must comply with MIL-STD 398.  When shielding is either not possible or inadequate, to include a failure to protect exposed personnel's respiratory and circulatory systems, augmentation with improved facility engineering design and personnel protective clothing and equipment may be necessary.


4.11.7.  Using thermal protective clothing that is capable of limiting bodily injury to first degree burns (0.3 calories per square centimeter per second) with personnel taking turning‑evasive action, when the maximum quantity of combustible material used in the operation is ignited.


4.11.8.  Using protective clothing capable of providing respiratory protection from the inhalation of hot vapors or any toxicological effects, when the risk assessment indicates adverse effects would be encountered from the inhalation of combustion products.

4.12.  Training and Exercise Plans Involving Explosives.  


4.12.1.  The Exercise Team Chief will prepare a plan for training and exercises involving explosives.  Include weapons safety personnel in development of the plan.


4.12.2.  The plan will include:



4.12.2.1.  A risk assessment of explosives operations for the training or exercise.



4.12.2.2.  A list of all explosives to be used in the training or exercise, to include NSN, HD, and explosives weights.



4.12.2.3.  A detailed list of locations where explosives will be deployed for the training or exercise.  Explosives will not be taken into public assembly places except as required by mission essential requirements. (reference chapter 8 requirement instead)



zzz  procedure for accountability and reconciliation of all items used in the training


4.12.2.4.  Required separation distances per paragraph 8.26. 


4.12.3.  The responsible commander will give written approval of the plan, ensuring personnel not normally associated with explosives operations and exercises are not exposed to explosives hazards.

Section 4E–Risk Assessments for Explosives Facilities

4.13.  Risk Assessments for Explosives Facilities.


4.13.1.  Risk assessments for new explosives facilities to be constructed using a definitive drawing have already been accomplished by the agency responsible for the definitive drawing.


4.13.2.  Risk assessments for new or modified explosives facilities not using a definitive drawing must be accomplished as part of the design process and are the responsibility of the design agent.



4.13.2.1.  When protective construction is not required for the new or modified explosives facility (or any exposed facility), the explosives site plan will satisfy the risk assessment requirement.



4.13.2.2.  When protective construction is required for the new or modified explosives facility (or any exposed facility), the requirement for risk assessments/systems safety analyses/engineering analyses and protective construction design requirements must be included in the Requirements and Management Plan (RAMP) for MILCON projects to ensure funding.  Refer to AFI 32-1023, Design and Construction Standards and Execution of Facility Construction Projects, for further information on the RAMP. (reference chapter 4 engineering analysis required)  work with CE to put risk assessment/analysis requirements in RFP


4.13.2.3.  Risk assessments for modifications to explosives facilities will assess whether the modification will cause additional hazards or reduce the effectiveness of built-in safety features of the facility.

Section 4F–Glass Breakage Risk Assessments

4.14.  Purpose of Glass Breakage Risk Assessments.  In the event of an explosives mishap, glass can present a significant hazard to personnel in exposed facilities out to distances well beyond the IBD arc.  Glass breakage risk assessments can be performed to determine the extent of this hazard, and to identify potential mitigation techniques to reduce the hazard to an acceptable level.  If the hazard cannot be reduced to an acceptable level, the glass breakage risk assessment can be used to ensure the local commander makes an informed risk acceptance decision.

4.15.  Requirements for Performance of Glass Breakage Risk Assessments.


4.15.1.  Glass breakage risk assessments are required for certain situations as described in paragraph 5.2.


4.15.2.  Glass breakage risk assessments are recommended in the following situations:



4.15.2.1.  As a baseline assessment for all existing occupied buildings within an IBD arc.



4.15.2.2.  As a baseline assessment for all existing occupied buildings of a sensitive nature (e.g. schools, off-base buildings, on-base buildings with significant public access such as a commissary, buildings with large amounts of glass panels, etc.) within twice an IBD arc.

4.16.  Electronic Tools for Glass Breakage Risk Assessments.  The following electronic tools are recommended for performing glass breakage risk assessments:


4.16.1.  Windows Design and Analysis Software (WinDAS),



4.16.1.1.  WinDAS shows blast effects on glass and expected breakage given explosive amount, range, angle of incidence, and offset.



4.16.1.2.  WinDAS contains three modules.




4.16.1.2.1.  Analysis Guide.  This module contains information on glass protection methods.




4.16.1.2.2.  Hazard Predictor.  This module allows assessment of the glass breakage hazards.  It is limited to two different window dimensions.




4.16.1.2.3.  Experiment Database.  This module contain records of tests and results on different windows, including photos.



4.16.1.3.  WinDAS was developed by USAE Waterways Experiment Station.  Copies can be obtained by contacting Douglas Wehring (douglas.e.wehring@usace.army.mil) or Timothy Knight timothy.c.knight@usace.army.mil). 


4.16.2.  Window Glazing Analysis Response and Design (WINGARD).



4.16.2.1.  WINGARD outputs the expected results (break vs. no break) along with the expected distance of glass shard travel.  It also shows the blast parameters that the window saw and the required bite.  It provides charts and graphs showing glass displacement, velocity, acceleration, fragment flight, and more.



4.16.2.2.  WINGARD allows a much greater range of input parameters than WinDAS.




4.16.2.2.1.  Various window pane configurations, sizes, glazing types, etc.




4.16.2.2.2.  Actual window size.




4.16.2.2.3.  Allows input of range, explosive amount, angle of incidence, height of window and blast parameters.




4.16.2.2.4.  Allows the changing of detailed glass properties and glazing parameters.




4.16.2.2.5.  Can input complex lay-ups of different glazing and glass layers.



4.16.2.3.  WINGARD was developed for GSA by the Applied Research Associates Security Engineering Group.  To obtain a free copy of the program go to http://www.oca.gsa.gov/ and request a username and password.

4.17.  Methodology for Glass Breakage Risk Assessments.

4.17.1.  Glass breakage risk assessments should demonstrate that the risk to personnel from glass breakage is commensurate with the required QD protection, per Table 4.1.  Engineering mitigation actions may be necessary to achieve the required level of risk.


4.17.2.  Glass breakage risk assessments should:



4.17.2.1.  Consider the presence and distance of personnel from glass panels.



4.17.2.2.  Evaluate the worst case event likely to expose glass panels to blast hazards.  Glass panels that are exposed to multiple explosives facilities would necessitate evaluation only for the explosives facility that would place the maximum blast loading on the glass panels.  Blast loading from HD 1.2.x AE will be based on the MCE or largest single round NEWQD.



4.17.2.3.  Show the anticipated blast loading; the facility that produces that blast loading, the HD and NEWQD that produces that blast loading; and the glass panel parameters (e.g., type, size). 



4.17.2.4.  Identify engineering actions taken to mitigate the hazards to personnel from glass breakage.

4.18.  Engineering Mitigation Actions for Reducing Glass Breakage Hazards to Personnel.


4.18.1.  Minimize the number and size of glass panels.


4.18.2.  Orient the exposed facility to minimize blast loads on glass panels.


4.18.3.  Minimize or remove glass panels on the side of facilities which face explosives facilities.


4.18.4.  Use tempered glass which will break into small pieces with rounded edges.


4.18.5.  Use glazing, anti-shatter films, or net curtains.


4.18.6.  The WinDAS Analysis Guide module describes several engineering mitigation actions, as well as sources for materials required.

Section 4G–Health Hazard and Environmental Assessments

4.19.  Health Hazard Assessments.  Using organizations must ensure Bio-environmental Engineering Services (BES) conducts a health hazard assessment of the work area and operation when dust or concentrations of vapors, fumes, or gases from explosives, equipment, or other chemicals in the work area are present.  The squadron commander must approve the assessment before operations may begin.

4.20.  Environmental Assessments.  Using organizations must ensure each explosives operation is evaluated for compliance with environmental standards.  The evaluation must include all hazardous wastes generated during all phases of the operation.  Written procedures will identify requirements for the control, storage, and disposition of hazardous wastes. 
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1.  Identify the Hazard.  A hazard can be defined as any real or potential condition that can cause mission degradation, injury, illness, death to personnel or damage to or loss of equipment or property. Experience, common sense, and specific risk management tools help identify real or potential hazards. 

2.  Assess the Risk.  Risk is the probability and severity of loss from exposure to the hazard. The assessment step is the application of quantitative or qualitative measures to determine the level of risk associated with a specific hazard. This process defines the probability and severity of a mishap that could result from the hazard based upon the exposure of personnel or assets to that hazard.

3. Analyze Risk Control Measures.  Investigate specific strategies and tools that reduce, mitigate, or eliminate the risk. Effective control measures reduce or eliminate one of the three components (probability, severity, or exposure) of risk.

4.  Make Control Decisions.  Decision makers at the appropriate level choose the best control or combination of controls based on the analysis of overall costs and benefits.

5.  Implement Risk Controls.  Once control strategies have been selected, an implementation strategy needs to be developed and then applied by management and the work force. Implementation requires commitment of time and resources.

6.  Supervise and Review.  Risk management is a process that continues throughout the life cycle of the system, mission, or activity. Leaders at every level must fulfill their respective roles in assuring controls are sustained over time. Once controls are in place, the process must be periodically reevaluated to ensure their effectiveness.




Table 4.1.  Acceptable Risk to Personnel from Glass Breakage.

	Distance
	Required Protection
	WinDAS Equivalent
	WINGARD Equivalent

	IL
	Personnel death possible; most injuries should be non-life threatening
	High Hazard
	GSA Condition 5

	PTR
	Personnel injuries expected; injuries should be non-life threatening
	Low Hazard
	GSA Condition 3b-4

	IB
	Few personnel injuries expected; injuries are minor
	Minimal Hazard
	GSA Condition 2-3a

	Twice IB
	No personnel injuries expected
	No Break
	GSA Condition 1


